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| ENHANCED BACKUP CAPABILITY

Executive Summary:

This repott seeks approval to purchase additional products to enhance our existing IT
security arrangements.

Recommendation:

Shown in Part 2 of this report.

We have reached the following decision:
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Our rationale for this decision is:

The purchase of additional products will enhance the existing controls and IT security
arrangements for Cheshire Constabulary.

Signature Date 14 October 2022
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Police & Crime Commissioner

Signature Date 14 October 2022

Chief Constable




PART 1 - NON-CONFIDENTIAL FACTS AND ADVICE
INTRODUCTION AND BACKGROUND

1. The threat from Ransomware has increased considerably over the past couple of years,
and this trend is set to continue. The organisation already has a sophisticated backup
solution in place.

2. Under normal circumstances, this setup is adequate and takes account of both the
potential for hardware failures, as well as a site being lost through the likes of
fire/flood/major incident.

3. This paper requests approval to purchase additional controls to enhance our protection.
Further detall is provided in Part 2 of this report.

A decision is requested outside of normal meeting cycle to reduce risk of an increase in
costs due to the volatile world financial situation.

Detail around the current backup and recovery solutions, including vendor details have
been withheld from Part 1 of this report for operational security reasons.

Public access to information

Information in this form is subject to the Freedom of Information Act 2000 and other
legisiation. Part 1 of this form will be made available. Any facts/advice/recommendations
that should not be made available on request should not be included in Part 1 but instead
on the separate Part 2 form.

Is there a Part 2 form - Yes

The report contains restricted information relating to Section 24(2) National Security of the
Freedom of Information Act 2000.

Contact Officer: Stuart Rogers (Head of IT & Information Security)
Tel. No.: 01606 362239 Email: stuart.rogers@cheshire.police.uk

CHIEF OFFICER DECLARATION (Assistant Chief Officer - Julie Gill):

! have reviewed the proposal and | am satisfied it is correct, all relevant internal checks
have been undertaken and it is consistent with the PCC's Police & Crime Plan and

priorities.
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Date 14 October 2022
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CHIEF EXECUTIVE DECLARATION (Damon Taylor):
I have been consulted about the proposal and confirm that financial, legal and equalities

advice has been taken into account in the presentation of this report. | am satisfied that
this is an appropriate request to be submitted to the Police & Crime Commissioner.
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Signature Date 13 October 2022




